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Application Delivery
Networking Robin Layland

President
Layland Consulting

Selecting the Right Vendor

Application delivery is one of the few technologies that both improves the end-user experience and
lowers the cost of enterprise networks. It improves response time, reduces bandwidth, optimizes
server performance, provides enhanced security and gives visibility into what is happening at the
application layer. Most importantly it saves a significant amount of money, providing a very short ROI.

Application delivery is critical to a well functioning data center, branch office and traveling and
telecommuting employee. It is being recognized as a key component to a successful cloud computing
strategy.

What is Application Delivery Networking? A simple answer is that it is collection of functions and
services that allows applications to run more efficiently that sits between the network switches and
routers, layer 2 and 3, and the application. The first wave focused on application acceleration, WAN
bandwidth optimization, server load balancing and
server offload for Web applications. It quickly became
evident that application delivery needed to cover more
Application than Web applications and expanded to covering a wide
range of applications and protocols. Next application
monitoring was added since it is hard to provide good
application service without understanding what is
happening at the application layer. Now application
delivery is branching out to provide additional
Layer 3 application layer services such as security and key
application support functions.

Layer 2 Application Delivery's early successes cemented its role
in the network. The rapid growth of the Web would not
have been possible without server load balancing that
cost effectively allowed the number of servers a Web
application was running on to grow. Server consolidation projects that moved servers from the branch
office to the data center to reduce operating cost and improve control and management would have
failed without application acceleration. WAN bandwidth costs would have shot up and response time
would have deteriorated without the benefit of application delivery's WAN optimization and application
acceleration. Servers cost would have grown even more if they were still wasting cycles performing
tasks such as SSL processing without the server offload features provided by application delivery
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solutions. These are just a few examples. The key lesson is that application delivery has played and
will continue to play a critical role building an efficient running network while keeping cost down.

The industry has evolved to a point where enterprises need to think strategically about Application
Delivery, enterprises need an Application Delivery Networking strategy. A strategy that deploys
application delivery networking throughout the network.

Components of an Application Delivery Networking Strategy

Application delivery servers are deployed using two separate solutions. The first is the Application
Delivery Control or ADC for short. ADC evolved from a Server Load Balancing base that supports a
wide range of applications. It also monitors the heath and response time of the server. When it notices
a problem it alerts operations and can also take action, lessening the problem.

ADC also offloads tasks for servers
that can best be handled in special
purpose hardware. A good example is
SSL processing. SSL encryption and
de-encryption are processor intensive
tasks. Running them in a server's
general purpose processor is
inefficient and takes valuable cycles
away from running the application.
Putting a specialized processor in
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/ every server is costly and inefficient
WOC Data Center since the process would be greatly
Software underutilized. Centralizing the SSL
Mobile / processing in the ADC is the best

Telecommuter answer. The ADC also reduces the

server's workload by reducing the
number of short lived connections a
server has to deal with. Additionally,
Cloud Computing the ADC also performs application
acceleration functions such as
caching common objects so that the ADC can quickly deliver them to the users. This also saves server
resources since the server doesn't have to expend its resources sending the object.

The second component of an Application Delivery Networking strategy is a WAN Optimization
Controller (WOC). AWOC is deployed in a symmetrical configuration. It performs advanced
application acceleration and bandwidth optimization allowing it to significantly improve response times
and reduce bandwidth requirements. Initially WOC focused on Web applications, file server protocols
such as CIFS and CAD/CAM but recently has expanded its range of supported application protocols to
include SharePoint, NFS, VDI and other leading application protocols. WOCs have also taken on the
task of monitoring at the application layer. This monitoring compliments the traditional network layer
monitor and gives network operations a complete view of what is happening. Additionally, WOCs have
added security and application servers functions. Just a few examples include support for DNS/DHCP,
print servers, active directory and streaming media that greatly reduce costs at branch offices.



2010 Application Delivery Networking Challenge

Where do WOCs and ADCs need to be deployed? Just about everywhere. ADCs are a critical data
center technology and are needed wherever large number of servers are deployed. WOCSs are critical
between data centers and remote offices but that is not the only location they are needed. They have
an important role to play between data centers. Their ability to reduce bandwidth requirements and
speed up processes make them a winner by significantly cutting the time and bandwidth it takes to
perform backups, database replication and disaster recovery tasks between data centers. WOC
vendors have also turned their solution into software that can be installed in PCs allowing traveling
employees and telecommuters to gain the acceleration and WAN bandwidth reduction benefits.

The final frontier for ADCs and WOC:s is in the cloud. When enterprises use cloud computing or
storage their ADCs and WOCs need to follow the data and applications into the cloud. It is important
that users and customers receive the benefits of reduced response time provided by both ADCs and
WOCs. They will need the power of ADC's SLB and server monitoring functions at the cloud location
along with the bandwidth reducing capabilities of WOCs.

Choosing an Application Delivery Networking solution

WOCs and ADC have a lot of similarities but it would be a mistake to think they are all the same. There
are key differences. That is why | am hosting this challenge of leading Application Delivery vendors. |
have brought together Array Networks, Blue Coat Systems, Brocade, Riverbed Technology and Silver
Peak Systems. | have asked them to highlight what makes their solution different and to talk about why
they are the best Application Delivery Networking vendor for your situation.

Key issues to be considered when looking at application delivery solutions include:

Understanding how they can save you money and their ROI.

How scalable is their solution? What is their upgrade path?

Do they have a Cloud strategy?

How do they support virtualization? Ask ADC vendors how they handle virtualization or WOC

vendors how they support Virtual Desktop (VDI) solutions.

1 What applications can they handle? Make sure they can work their magic on the critical
applications in your network.

1 Make a list of the applications running over your network and then ask them what they can do
for each one. Don't assume everybody does the same thing, this is one area vendors
differentiate themselves with different solutions for video and VDI common.

1 What type of security and other services have they bundled in their solution?

1 Ask WOC vendors how they handle the problem of optimizing data center to data center traffic
such as database replication.

1 Ask ADC vendors to explain how easy it is the customize their solution to meet your unique

needs and how they can help with disaster recovery and coordination between data centers.

= =4 =4 =4

I have given each vendor three pages to explain what makes them different and to touch only on those
issues that make them stand out from the competition. Three pages is not enough to answer all the
guestions above. The next step is to call the vendors and ask them more detailed questions.
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Blue&Coat

WAN Optimization for
Today and Tomorrow Mark Urban T
Senior Director

Product Marketing
Blue Coat Systems

The Changing World of
WAN Optimization

For the past 12 years, Blue Coat has led the development of wide area network (WAN) optimization
technologies to ensure you always have what you need to deliver your users a satisfactory experience over
the WAN. Initially, enterprises inadvertently introduced performance and latency issues to their network with
their consolidation and centralization initiatives. As IT centralized files, storage and email into consolidated
data centers, they gained better control over data, but created massive performance and bandwidth
problems. Applications that used to run locally on LAN protocols, such as CIFS for Microsoft file sharing,
MAPI and TCP, significantly degraded when stretched over the WAN. Moreover, large files that now had to
be transferred over the WAN drove massive increases in bandwidth demands.

Blue Coat enables consolidation of files, storage, backup, email and enterprise applications

Blue Coat addressed these challenges, introducing technologies to speed delivery of centralized files and data
over the WAN. With Blue Coat, you could achieve a significant return on your investment through user
productivity gains and bandwidth savings to:

1 Speed consolidation and centralization of files, storage & email
1 Accelerate application performance and user productivity by 3-300x
1 Reduce bandwidth costs by 40-99% and delay new bandwidth investments

Now, this may no longer be enough - your enterprise is probably encountering new challenges in application
and network architectures that few WAN Optimization solutions are equipped to manage and optimize. Blue
Coat, however, has continued to lead the way in WAN Optimization innovations, making it uniquely positioned
to address not only the WAN performance issues of today, but also of tomorrow. Blue Coat is prepared to
ensure you can handle the changing demands on the WAN from:

Web technologies (HTTP, SSL) i dominating the delivery of files, email and enterprise apps
Video i rapidly becoming a major force on the network

The Cloud i emerging as the new delivery mechanism for enterprise applications

Internet connectivity i becoming the default access mode

E R ]

HTTP and SSL dominate application delivery

Legacy LAN protocols are quickly being replaced by the technologies that first enabled the Web. HTTP and
Secure HTTP (SSL) are dominant in enterprise applications, serving as the default protocols used for almost
every new application deployment. Just a few examples include:

M Files accessed from Intranets and SharePoint
1 Microsoft Exchange over SSL or Outlook Web Access
1 SAP and Oracle over web front ends
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As the application delivery mechanisms change, so must the solutions used to optimize the delivery of those
applications over increasingly distributed networks. An effective WAN optimization solution must not only
address traditional protocols, such as CIFS, MAPI and TCP, but also the varied challenges introduced by
HTTP and SSL. Blue Coat has developed solutions from the beginning to address the challenges posed by the
web, providing a substantial portfolio of advanced technologies that accelerate the delivery of these web
applications.

Video rapidly becoming a major force

Video is a powerful medium that is becoming a major force on the network. Consumption is skyrocketing, as
individuals and enterprises, alike, are using it for their entertainment, training, collaboration and
communications needs At the same time, barriers for video creation have fallen, making it easier than ever to

for individuals and companies to publish and share their own video applications ii t 6s as easy as pr
irecordo button on your cell phone. flall iftesnetdantwidthavthe d t ha't
Web Technologies Replace LAN Protocols a staggering 5.2 billion videos viewed in the
US alone during the month of July. This
: FYY ORACLE = sweron  VideO consumption can create major
= Legacy LAN Protocols Web Delivered Applications i mpacts on your enterprise

¢ Intranet & SharePoint Docs
* Qutlook Web Access
* Browser based SAP & Oracle

¢ File shares - CIFS
CJ * Email - MAPI
= * Enterprise Apps

environment:

. _ N i YouTube and recreational video
ranivon e YD JIVR o ngme 30-60% of WAN budgets i
budget which could be applied to more
o N critical enterprise applications
Applications that use traditional LAN protocols are

transitioning to Web protocols. Now HTTP and SSL 1 Enterprlse appllcatlons SUffe_r
expertise has become increasingly critical performance problems from contention,

potentially affecting productivity
1 Legitimate corporate video initiatives fail from bandwidth starvation when IT attempts to control video
consumption

Video applications and protocols introduce an additional set of challenges for WAN optimization strategies.
Think of the protocols like Real Time Streaming Protocol (RTSP), which powers Microsoft Windows Media, or
the Real Time Messaging Protocol (RTMP), which powers many Adobe Flash streams, or any of a multitude of
video files (flv, swf, mp4, m4dv, avi, mov and HTML4) that are delivered over HTTP and SSL. Blue Coat has
been focused on supporting all of these protocols and more for some time, delivering unique video capabilities
as part of our WAN optimization solution today. For example, Blue Coat has the ability to integrate into its
WAN optimization technologies, live stream splitting and on demand video caching with CDN capabilities, to

deliver the most powerful video optimization available in Cloud Applications Emerge
the world. _——
< a3 —
. . . N D o
Cloud emerging as a new delivery mechanism &= A

The power and value of web technologies that
transitioned the front end and Ul of enterprise
applications is now moving to the backend. Applications
delivered via the public cloud are enabling enterprises
to rid themselves of many of the server, software and

&

management headaches associated with enterprise Remote
applications. However, while this removes many e
backend operations to enable faster adoption and Applications that use traditional LAN protocols are
evolution of new applications, it also introduces Braeitioniga Web protcoti, Now HTTPRIRI SSL

expertise has become increasingly critical
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challenges to WAN Optimization architectures:

Lack of control i It is virtually impossible to locate a box in the cloud, which means a symmetric WAN
depl oyment wono6t worKk

Encryption 7 SSL with external certificates requires special approaches for optimization

Competition T business cloud apps compete for the same bandwidth with recreational traffic

To address these challenges, Blue Coat uses asymmetric WAN Optimization technologies to accelerate cloud-
delivered applications from a single optimization point. We also provide the unique ability to decrypt external
SSL sessions to apply optimization and classify web applications to ensure business applications can be
differentiated from recreational ones. The combination enables you to deliver faster cloud applications over
less bandwidth, which is unique to Blue Coat.

Other:% YouTube: 14%
Oracle-SSL: 5% 1

Internet as default access technology Oracle: 5%

BitTorrent: 8%

Most WANG6s have -enabdedsi t
MPLS networks, which is quickly making the
Internet the default connection into the

enterprise. More and more remote and branch
offices have a primary or secondary connection

to the Internet. And while enterprises are only too
eager to adopt to contain costs, they struggle

with the security risks associated with direct
branch connectivity to the Internet. To combat
these risks they often concentrate Internet
gateways in a few places, and backhaul all traffic
Twhether ités over fr abaektorthe tlatagenterddfore® maves out © Bieicternet.
The impacts are significant:

CIFS: 12%

Flash Video: 8%

h : 14%
Exchange:16% Internet Browsing: 7%

iTunes: 7%
Intranet: 4%
PPLive: 5%
Facebook: 4%
Yahoo MSG: 3%

Skype: 3%

1 WAN bandwidth and budgets are consumed by backhauled recreational traffic
1 Contention for WAN resources creates performance problems for enterprise applications
1 Cloud delivered SaaS applications suffer the latency of moving from the branch to the corporate data
center and then out to the Internet and the cloud application provider.
But it is too |l ate to try and Acontaind the I nternet. H
mobile phones and iPads are connecting first over 3G or WIFI networks, then to the Internet to get into the
enterprise data center. Formostremot e and branch offices, itds just a mat

Blue Coat enables your network architectures to evolve to embrace the Internet. By enabling branches to go

ADirect to Netodo, you can offload 100% of ruddelveredt i onal t |
applications, and open up a whole new world of possibilities. But safe Direct-to-Net requires strong web

security technologies to secure remote and branch offices, enforce authentication and protect corporate data,

which is already an integrated upgrade option for the Blue Coat WAN Optimization solutions.

The Internet is but one of the issues driving new WAN optimization challenges; as discussed web protocols,
the adoption of video and the race to cloud delivered applications are all creating additional requirements for
an effective WAN optimization solution. Is your enterprise prepared to support the WAN of today and
tomorrow?

For more information about the Blue Coat WAN Optimization solutions described
here, please visit: www.bluecoat.com, or call us at 866-302-2628
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BROCADE

Dynamic Services with
Serveriron ADX John Harcourt

Product Marketing
Brocade

Automated Provisioning
in a Private Cloud

The resource provisioning technology embedded in Brocade application delivery solutions brings
intelligent automation to enterprise datacenters, helping administrators make the best use of their
infrastructure to meet changing business demands. The cloud delivery model is enabled through dynamic
services and, as a strategic element in private cloud architecture, Brocade ADX application delivery
controllers are positioned to drive on-demand provisioning and de-provisioning of application resources,
making the most efficient use of consolidated infrastructure while rapidly adapting to changing business
needs with responsive automation.

Enterprise Datacenter Priorities

Organizations are re-evaluating their infrastructure investments to increase overall agility while reducing
capital and operating cost. As a first step towards cloud computing, the private cloud offers the
virtualization benefits of flexible, responsive, and rapid scale, in tandem with the higher security levels,
resiliency, performance, availability and services that are inherent to large enterprise operations. Itis
especially important to meet reliability challenges and the demand for increased performance and
security, as application-aware networks support growing application complexity and increased client
mobility. As the trend to build high-density computing infrastructure on hypervisors running on-demand
applications in consolidated datacenters continues, the pressure on datacenter network infrastructure to
provide highly available, reliable and secure services will intensify. And, as consolidation and
virtualization continues to increase computing and network density, managing this new datacenter is
becoming much more complex.

Application Resource Broker

Brocade Serverlron ADX with Application Resource Broker (ARB) simplifies and automates resource
provisioning tasks to address varying application traffic demands on the infrastructure while providing
application-centric network visibility to administrators and orchestration tools for a clear understanding of
virtual resource performance that goes beyond server hypervisors. Together, they enable a more agile
application infrastructure, providing increased business responsiveness, and optimized use of costly
application infrastructure.

ARB is an infrastructure software component extension to Serverlron ADX that enables shared IT
environments to provision virtual machine resources when needed to support application and
infrastructure traffic demands. With the ability to provide increased visibility into application performance
and resource capacity, ARB lets virtualized data center administrators use pre-defined policies to
provision and de-provision application capacity based on the measurement and analysis of a combination
of server utilization and user demand and connection performance metrics, such as server response
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times. Application-centric network visibility enables real-time resource monitoring and automated
provisioning/de-provisioning of those resources.

Brocade Serverlron ADX with Application Resource Broker

Ensures individual application performance by dynamically adding and removing application
resources (VMs)

provides a rich set of monitoring, decision-making and application centric reporting features
gathers and leverages application performance metrics as seen by Serverlron ADX

enables intelligent, automated provisioning decisions

E ] =

Application Resource Broker gathers application infrastructure response times, traffic load and application
configurations from Serverlron ADX switches across the network and collects infrastructure utilization
from orchestrators and infrastructure managers for application performance monitoring from a network-
wide perspective. The solution automatically associates virtual machines that roll-up to support any
application service, and collects and stores historical performance metrics to aid in determining baselines,
for heuristically driven capacity planning that incorporates the more granular chargeback methods needed
to support cloud initiatives.

When predetermined thresholds are crossed, the ADX policy-based decision engine logs events alerting
administrators to potentially inadequate application resources. Using those same policies, it can also
automatically invoke or provision additional application VM instances and application delivery controller
resources to service user demand, and de-provision the VM instances and resources when demand
subsides. In this way, administrators can maintain strict adherence to Service Level Agreements without
the need to overprovision application resources, reducing cost and inefficiency when over-provisioned
hardware remains idle most of the time, until needed to satisfy infrequent peak demand.

Price-Performance to Support Growing
Business Requirements

Designed to meet the growing demand for
application connectivity, operating efficiency, and
virtualization the latest generation of Brocade
application delivery controllers includes the
Serverlron ADX 10000, ADX 4000, and ADX
1000.

Figure 1 Serverlron ADX 10000, ADX 4000 and ADX
1000
Brocade has leveraged over a decade of low-

latency, high-performance networking experience and expertise to develop a platform that optimizes
application performance using hardened logic to increase stability, performance and scalability for
enterprise applications from vendors such as Oracle, IBM, SAP, and Microsoft.

With legendary six nines (99.9999%) reliability, partnerships and certifications with leading providers, and
the highest performing application delivery controllers in the industry, Brocade delivers an unsurpassed
experience, and solutions that scale with full-featured entry level offerings that support growth. In fact, the
Serverlron ADX 1000 series offers an entry-level model that includes the same advanced feature set
found in all ADX solutions yet is the only single rack unit application delivery controller that can scale to
10 Gigabit Ethernet (10GbE) ports and 9 Gbps Layer 4-7 throughput without removing panels or taking
units out of service

Capacity on Demand

Dynamic application environments require on-demand control over resources for optimal performance.
With Serverlron ADX Capacity on Demand, you can enable additional processing and 1/O capacity when
needed, simply and easily via a software-based license key. This on-demand license activation will

10
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double or quadruple performance by enabling additional application processor cores. License keys are
also available to enable additional gigabit, or 10 GbE interfaces or value-added features, such as Secure
Sockets Layer (SSL) acceleration, dynamic routing protocols, IPv6 support, and Global Server Load
Balancing (GSLB). Serverlron ADX 1008-1 defines a

Lizanllng Lavier A0 e s new entry-level upon which to upgrade the system to
When the Tolly Group benchmarked the performance the ca_paC|t|es of the ADX 1216-4 as busmgss grows
of the Serverlron ADX 10000 in a number of over time. No hardware changes are required and the
demanding scenarios it concluded that the ADX PREM feature license activation can be used as an in-

leverages the power of 32 processing cores to deliver the-field upgrade on all ADX models. Serverlron ADX
outstanding performance suitable for very demanding 12.2.1 iis available with every Serveriron model, and

environments. - )

features even greater flexibility and delivery

Other Tolly Group findings concluded that: performance with enhancements to Transparent Cache

1 32 application processing cores provide 70 Gbps of s L S
aggregate Layer 7 throughput Sw!tchlng (TQS), Layer 7 §W|tch|ng and ap_pllcatlon

 The ADX handles an estimated 18 million Layer 4 delivery services for the Financial Information
Itransalctic&ns per second based on CPU usage at exchange (FIX) protocol, and IPv6 gateway
ower loads . . AR . .

{ The ADX delivers 1.5 million Layer 4 connections functionality for application delivery to IPv6 clients.
per second at 93% CPU usage and supports an ADX 12.2 also includes an application response time
estimated 128 million concurrent connections based dictor for bal . traffic load the basis of
on available sessions on application core predictor for qancmg rarmc loads on the basis o

The ADX processes an estimated 17 million DNS server responsiveness, a Web GUI management

query requests per second based on CPU usage at interface, and numerous new features that have been

lower loads and withstands DDoS attacks of over 119

e i S — tested or certified interoperable with leading enterprise

business applications.

Enabling IPv6 Transparency for Data Centers in Transition

Serverlron ADX now seamlessly enables rapid, lower-cost deployment of IPv6 services in parallel with
IPv4, with no need to wait until all internal application servers are migrated to IPv6. Providing a flexible
solution for organizations seeking to leverage the power of IPv6, ADX provides an ideal platform for
deploying IPv6- based HTTP, DNS and other TCP and UDP applications, and support IPv6 gateway and
router functions such as interface addressing, default gateways, route advertisements, as well as static
and dynamic routing protocols, and Layer 4-7 traffic and application health checks. Serverlron ADX can
accept IPv6 requests arriving from IPv6 clients and translate them into IPv4 requests for internal IPv4
hosts. It can also insert the original IPv6 client IP address in the HTTP request packets to that IPv4 hosts
can use that information if required.

Brocade Application Delivery Expertise

Brocade has an extensive field and headquarters-based ADC staff that provides hundreds of man-years

of application delivery and Layer 4-7 experience to help our customers design, deploy and operate their

application infrastructure. As a leading provider of networking solutions, and a committed partner to

application developers, Brocade delivers the proven, high performance, and value-driven platforms

todaydés demanding applications environments require.

From enterprise data centers to the service provider core, Brocade has pioneered and developed
extraordinary networking solutions that connect the worl
and through global partners, the complete portfolio of Brocade high-performance local, metro-, and wide-

area switching, routing, security,andap pl i cati on del i very soihtansiveons can help
organizations operate more efficiently and maximize the business value of their data.

For more information about Brocade's solution, please
visit http://www.brocade.com/adx and http://www.brocade.com/arbdemo

11
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® Silver Peak

Data Center Class
Wan Optimization Jeff Aaron

Vice President, Marketing
Silver Peak

A New Level of WAN
Performance and Scalability

In the world of WAN optimization, data center class products are designed to support high
capacity WANSs and a diverse mix of applications. When WAN optimization is the most
challenging, these are the products you trust.

This is Silver Peakods specialty.

Silver Peakds NX and VX ap p-oierdihcoeghputpfraoyWMAd e t h e
optimization solution on the market. By employing real-time network optimization techniques,
Silver Peak benefits all enterprise IP applications.

With Silver Peakbés WAN optimization solution, |
long distances. In addition, enterprises save money by avoiding WAN bandwidth upgrades

and leveraging cost effective shared WAN technologies. This is achieved with industry

leading scalability, performance and reliability, making Silver Peak strategic to a variety of

data center class initiatives, such as data center consolidation, disaster recovery, and desktop
virtualization.

Silver Peak i the Leader in Data Center Class WAN Optimization

us i s to address WAN

Sil ver Peakds C
a l C . As a resul t, al mo st

benefiting

the network layer of the

protocol stack, which “Silver Peak specializes in scalability, with

delivers the following individual devices supporting the best single-

unique advantages: box throughput, session processing, and overall
storage capacity.”

primary fo
| P traffi

I f

High Capacity: Silver

Peakds applian CG s. of f e r‘Corgsiger Silver Peak where security

i 7x the LAN/WAN artner (encrypted disks), scalability and a broad
throughput, disk capacity, feature set are key Requirements.”

and simultaneous flows as the next closest WAN optimization solution. This means that
significantly less Silver Peak hardware is required to support high capacity WAN
environments, making Silver Peak over 50% more cost effective than the competition in large
enterprises networks.

12
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Optimize ALL IP applicationsi Si | ver P-@gneelNétworkiAeaadration, Network

|l ntegrity, and Net wor k Melmwoaffig; Fhey agecchmpletelyu e s b en e
independent of transport protocols and software versions, providing enormous flexibility and

growth potential. In addition, Silver Peak minimizes latency when performing these

techniques, making the solution ideal for real-time traffic like Voice over IP (VoIP), video, and

virtual desktops/applications (in addition to traditional applications, like file, email and web).

By delivering the highest

capacity solution that optimizes Network

the most applications, Silver Memory™

Peak delivers a true data center prrge e

class WAN optimization solution. s Ty

This makes Silver Peak strategic

to the following enterprise : ‘ Network
initiatives, all of which require Y e A:f::::t:“
data center class WAN - Miigation
optimization: e

v Loss ¥ Bandwidth ¥ Latency

Disaster Recovery

There is a growing trend to Secure Content Architecture™ &
backup/replicate more data to

offsite locations via the WAN.
This InVOIVe_S movmg large Silver Peakmploys reatime network optimization techniques to overcome common WAN
amounts of information between | pangwidtn, latency, anduality challenges

data centers, which can become
difficult as data volumes grow and distances increase between enterprise locations. As a
result, enterprises are often forced to limit the amount of data that is being protected during
backup and replication processes. In addition, some key disaster recovery initiatives, like
SAN replication, have historically been deployed on a dedicated WAN for performance
reasons. This compounds the cost of data protection.

With Silver Peakb6s data center class WAN opti mi
across longer distances. In addition, storage environments can be converged with other

applications onto a single shared WAN, saving enterprises a significant amount of money in

ongoing bandwidth expenditures i over 50% in many instances.

Data Center Consolidation

Reducing the number of data centers serving large enterprise networks can lower operational
expenditures (OPEX) and reduce facility costs. However, this can extend the distance

between users and information, which can hamper application performance and make it

difficult to migrate data in a cost effective (and timely) manner.

With Silver Peakds data center c¢class WAN opti mi
where they make the most business sense. These data centers can become operational

quicker, and they can efficiently serve geographically distributed users, across varying types

of WAN connections.

13
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Virtual Desktop Infrastructure (VDI)

Virtualized applications and desktops are highly susceptible to latency and packet loss. As a
result, the farther users are from data centers, the more difficult it is to ensure adequate VDI
performance.

As VDI deployments grow in size, it becomes increasingly difficult to deliver a consistent
application experience. For one, remote users are often connected via different types of
WANSs (with varying levels of bandwidth, latency, and quality). Secondly, data centers are
required to support thousands of simultaneous desktop connections, which present a unique
scalability challenge. To ensure successful virtual application and desktop deployments,
enterprises require a data center WAN optimization solution that is designed for both
scalability and performance. In addition, as different VDI applications (e.g Citrix, VMware,
Sun Ray, Microsoft) use different communication protocols (e.g. ICA, PColP, ALP, RDP), a
data center class WAN optimization solution (as delivered by Silver Peak) is required to
ensure optimal VDI performance in all deployment scenarios.

An Enterprise-Wide Solution

Who uses Silver PeakO0 opticizatoa? Lealing eaterpriset whe are WA N
involved with strategic data center initiatives. Here are some examples:

1 Meriali mpl emented Silver Peakds WAN optimizati
consolidation project. The company eliminated 8 data centers globally, saving
approximately one million dollars per year in annual infrastructure costs and operation
expenditures.

1 Silver Peak is the WAN optimization standard at AT&T, who is using NX appliances for
real-time data replication. With Silver Peak, AT&T reduced replication times from 7.5
hours to 27 minutes without adding more bandwidth, helping the company meet its
Recovery Point Objectives (RPO) while minimizing IT costs.

1 Autodeskt urned to Silver Peak to support the cc
initiatives. The company is optimizing over 70 centralized applications across a global
WAN, including file, email, web, Aspera, and their own software design products
(AutoCAD, Revit, Civil3d).

1 Jackson National Life deployed Silver Peak to enable a successful global
virtualization deployment (supporting over 13,000 thin clients). With Silver Peak, all of
Jackson's remote locations experience consistent Citrix application performance,
which was previously not possible do to varying degrees of WAN bandwidth, latency,
and packet loss.

nSilver Peakds network approach to WAN o
alternative veshdyes o ap pipSoctvalkeis Autddesk
What can Silver Peak do for you?

For more information about Silver Peakds dat
solution, please visit www.silver-peak.com or call 408-935-1800
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Think fast:

The changing requirements
of WAN Optimization Apuva Davé

Vice President,
Product Marketing
Riverbed Technology

Selecting the best tools
for your environment

Why WAN Optimization Became a Billion-Dollar Industry

Over the past 7 years, WAN optimization has transformed from an interesting point-product that solved

i solated problems into a strategic cornerstone of e
surprisingly, during this time WAN optimization evolved to meet a growing set of customer needs.

These needs not only encompassed additional acceleration capabilities, but also changes in how the

technology is integrated into environments, where it can accelerate traffic, and adjacent functionality

such as visibility and application-intelligent control.

Historically, the value of WAN optimization was three-fold. First was the simple act of cutting

bandwi dth use through intelligent deduplication: wt
support a branch office, now just one T1cawdinga f ul fi
riot from employees! Saving bandwidth also drove a highly defensible ROI i one small capital cost or

regular managed service fee can eliminate significant increases in monthly and yearly bandwidth

costs. Any CFO could sign on to that business case.

At the same time businesses needed to overcome the performance problems associated with the
regionalization and globalization of their workforce and customer base. Users everywhere needed data
and application access, but the performance of their existing applications, routing infrastructure, and
WAN latency stifled the ability to deliver LAN-like performance of applications around the world.

As needs evolved, businesses also saw the value of WAN optimization in making the consolidation of
remote servers back to the data center much more successful. End users were more productive and
complained less, so IT could consolidate and cut costs while not sacrificing business performance.
Again, the case to be made for saving on server CapEX, support, and maintenance continued to allow
the WAN optimization business case to be straightforward and defensible.

All of these hard, quantifiable results led businesses to determine that the ROI on WAN optimization
was in many cases six months or less. Now tens of thousands of enterprises and SMBs deploy WAN
optimization. The use cases span branch offices, mobile workers, and data centers. WAN optimization
is purchased as a stand-alone product or as a managed offering from system integrators, service
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providers, and value-added resellers. And so enterprises realized billions in ROI from a powerful new
technology.

End of story, right? Not so fast i read on to learn how WAN optimization has evolved into a complete
model of enterprise IT performance.

WAN Optimization Now Drives Strategic Decisions

Because WAN optimization sits at the intersection of applications, networking, and storage, its
potential goes well beyond the perceived benefits that enterprises had in the past. In fact, WAN
optimization has now evolved into an architectural design element that shapes the performance
lifecycle of IT.

Such a lofty claim has to start with the ability to dynamically understand how applications and networks

are performing today. The best WAN optimization solutions provide systems that give deep visibility

into application performance. These tools allow you to simultaneously spotlight performance pains but

al so potenti al problem areas. Smart visibility tool
you to any abnormal performance characteristics, allowing you to drastically reduce the mean time to

find problems and avoid digging through reams of information to find the culprit. At the same time that

it allows you to dig down, these types of visibility tools allow you to report up, providing the high-level

information that enables business managers and technical leaders to understand performance and

how it may be impacting the organization.

With a deep and more powerful understanding of how the business uses its networked resources,

WAN optimization can more intelligently accelerate applications and storage throughout the business.

This is where the core optimization value still comes into play. What has evolved over time is how and

where optimization takes place. Systems that depend on file caching for part or all of their optimization

have now mostly become irrelevant for businesses; moreover, WAN optimization systems that have

just limited themselves to CIFS and MAPI protocol optimizations often look like basic toys compared to

systems that have layered on optimizations for encrypted exchange, NFS, SharePoint, lotus notes,

oracl e, Citrix VDI, RDP, SSL, EMC SRDF, FCI Pé you
about Layer 4 tuning, WAN optimization would be features of other products instead of a full category

on their own.

With the ability to drive deeper visibility into where servers are and how applications are performing,

plus optimizing performance everywhere, a complete WAN optimization can drive new ways to

effectively consolidate back to the data center and within the branch office. In addition to making

remote server centralization possible without performance problems, the best WAN optimization

devices deliver fibranch of f i ctientbalowdexioleadepopmentoft i es by
other services directly on the device. This allows items like print servers, active directory, DNS/DHCP,

streaming media, firewalls, routers, and even custom applications to be deployed in the branch without

any additional hardware. In addition to saving thousands per branch in CapEx costs, this drives your

company to cut energy costs and become greener.

Four considerations to future-proof your WAN optimization Investments

Although the benefits of WAN optimization have certainly proven out for many thousands of
enterprises, choosing a technology i mplementaiti on i
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itdos also about where the technology provider
considerations to discuss with your WAN optimization provider as you look out two to five years:

T

Mobility i Does the provider deliver a fully integrated mobility solution? Acceleration to the
mobile worker must use the same technology and connect with the same data center
appliances as the branch offices to drive the best possible performance and ROI across the
integrated system.

Cloud & Virtualizationi As t he c¢cloud (in its many for ms)
that WAN optimization can extend to SaaS, Paa$S, and laaS vendors anywhere. Your WAN
optimization provider should have a defensible plan and the right relationships to make this
happen. At this point, they should also be able to talk to you about initial results with customers
in specific use cases.

Disaster Recoveryi Si nce consolidation has become so
important to consider the DR ramifications. With fewer sites becoming more important to
everyday operations, robust disaster recovery operations become essential. WAN optimization
can make DR processes an order of magnitude more cost effective and reliable, but only if they
are certified with the backup software developers and the storage vendors that you use. Look
to make sure your WAN optimization vendor is certified with EMC, NetApp, HP, Hitachi, IBM,
and other software providers as well. Look beyond what you have actually implemented today,

as if you decide to switch storage providers

providers.

Considercalher @ Sahush@pNoptimization providers are now looking to take
WAN optimization to entirely new places. Along with expected developments to accelerate
more protocols and integrate more easily, WAN optimization vendors are looking at building
technology that optimizes virtual storage, virtual servers, and virtual desktops at the block layer.
This has the potential to dramatically change the consolidation landscape by enabling greater
branch office centralization of storage and even VDI infrastructure. These technologies will also
help build a better branch office box solution to dramatically simplify the edge of the network.
WAN optimization technology may also extend to cloud storage, enabling acceleration and
deduplication of storage off premise to make storage faster and cheaper as well. Consider
these future tools as part of any WAN optimization ecosystem that you invest in.

Conclusion

WAN optimization has evolved into a complete system that provides deep, actionable visibility;
optimization across the broad range of applications that enterprises use the most; and the right tools to
consolidate back to the data center and within the branch. Work with your WAN optimization provider
to learn how all of these powerful tools can help drive greater IT performance within your environment

today.

For more information about Ri v e r bselatidorss described here, please visit:
www.riverbed.com or call Riverbed Technology at 415-247-8800
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Array Application
Delivery Controller Sunil Cherian

Vice President, Marketing
Array Networks

Provide Datacenter Availability,
Acceleration, Security and Cost Savings

Arrayods APV offloads servers and optimizes Hecure &
demands, while enabling a more cost-efficient high availability datacenter infrastructure.

Enterprises must be able to achieve the best possible datacenter and network performance to support their
business. First and foremost, they need to make sure the applications are always available to their user base with
hardly any downtime. Server load balancing is the most important and basic component required i it distributes
load among multiple servers, protects against servers being down, and reduces overall application latency. In order
to maintain availability in case of disasters or other datacenter failures, a disaster recovery strategy based on
Global Server Load Balancing is a must have. Similarly, there needs to be more than one network uplink with link
load balancing implemented at each Internet access point to ensure that reliability issues are addressed. Once that
is in place, it is the user experience that drives successful datacenter operations. Ensuring applications are
delivered quickly and securely to users requires acceleration and optimization technologies to work together with
application availability and network security to delivel
Controllers (ADCs) make it easy to accomplish all this in a single appliance. Array's APV is built on a solid high-
availability platform that includes server load balancing, global server load balancing, clustering and link load
balancing. Array APV significantly improves server capacity by offloading compute-intensive tasks related to SSL,
TCP, HTTP, web applications, and security while solving many content delivery inefficiencies that address latency,
bandwidth consumption, round trip delay and data movement. The APV ADCs holistically manage traffic to
datacenter servers and network connections, removing inefficiencies, optimizing the flow of data and reducing the
impact on server, network and end-users. The key capabilities of Array's APV and any ADC are illustrated below:

Application-level routing (ALR)

The key to adapting application delivery technologies is to meet business needs while eliminating server
bottlenecks and network congestion, and applying application acceleration policies to efficiently route users to
the servers/applications using intelligent application-level routing. This intelligence helps in efficiently directing
user requests to applications using a broad set of business and technical criteria, while leveraging both new and
existing server and database resources.

The powerful and intelligent ALR has the ability to send user requests to the most appropriate server based on

session persistence, the type of user (customer), the location of the user, the type of transaction being

conducted, and many other important factorsthatcanbr i ng si gni ficant efficiencies t
application intelligence maintains session persistence between users and applications based on client request

information (e.g. URI, HTTP header, cookie, hostname, URL, etc.). This simplifies application complexity and

business logic, and improves application availability.

Datacenter cost savings

APVO6s combination of brawn and intelligence provides si
uptime, scalability and OPEX savings, at a significantly lower cost compared to other competing ADC products.
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